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Introduction 

Infectious diseases account for 29 out of the 96 major causes of human mortality and morbidity and about 
25% of global deaths (i.e., 14 million) per year (64). Advances in molecular biology and microbiology have 
and will provide tools for combating a number of these diseases. Unfortunately, these technological boons 
to modern medicine can also be utilized to generate, as well as create, new devastating biologic weapons 
that can be used nefariously in acts of terrorism and/or to commit biocrimes. Indeed, today the capability 
to manipulate and disseminate pathogens has enhanced to a point where there is grave concern about the 
potential use of microbiological organisms to attack and cause serious harm to humans, animals, and 
plants. In addition to inflicting harm, bioterrorists and biocriminals use microorganisms or toxins as 
weapons to invoke fear and/or affect economic well-being. Significant effort must be put forth to identify 
individuals who use such weapons and to prevent or minimize their ability to execute acts of bioterrorism 
or biocrime. While perpetrators of both bioterrorism and biocrimes use pathogens to inflict harm or create 
fear, we distinguish the latter as being similar to traditional crimes which usually are directed towards 
harming specific individuals except that the weapon is biological in nature. However, the use of a 
bioweapon in a criminal case should be taken as seriously as that of a bioterrorist attack. 

 
The recent bioterrorism attacks with anthrax laden letters and the need to be able to identify perpetrators 
of bioterrorism and biocrimes have prompted the federal government to develop a new forensic science 
discipline known as Microbial Forensics. Microbial Forensics is a scientific discipline for analyzing 
evidence from acts of  bioterrorism, biocrime, or the inadvertent release of a microorganism or toxin. 
Forensic microbiological investigations are essentially the same as any other forensic investigation. They 
involve crime scene(s) investigation, chain of custody practices, evidence collection and handling, 
evidence shipping, analysis of evidence, interpretation of results, and court presentation. Molecular 
analyses of microbial agents from crime scenes are somewhat analogous to those used in the human 
forensic DNA arena. However, one should be cautious in attributing the meaning of genetic “fingerprinting” 
to a pathogenic agent, as is often achieved with human DNA analyses. Unique genetic identification of a 
microorganism may never be possible, because of the clonal nature of many microorganisms, less than 
optimal population and phylogenetic data, and in some instances limited historical and epidemiological 
information. Nonetheless, by understanding the limits of the analyses and data, interpretations of genetic 
evidence can be made qualitatively and/or quantitatively.  

 
When genetic profiles from microbial evidentiary and reference samples are compared, a variety of issues 
may arise. For example: What might be deduced about the source of the evidentiary sample?  Are the 
samples from the same source or lineage? Are the genetic differences too few to conclude the samples 
are from different sources (or different lineages)? Are these differences sufficient to consider that the 
samples are from different sources? Is it possible that the two samples have a recent common ancestor? 
The degree that these questions can be addressed depends on the context of the case. For example, 
because they are maintained under controlled conditions, laboratory stocks may show less diversity than 
samples found in nature. Thus, one or two genetic differences between evidentiary and reference samples 
may be significant if the weapon originated from a laboratory maintained culture. Alternatively, some 
genes in bacteria (e.g. E. coli and Salmonella) have elevated mutation rates (~100-fold) due to defects in 
mismatch repair, presence of mutator genes, etc.(37, 62). Thus, it is expected that even two recently 
linked isolates may differ at these rapidly evolving sites. Stable genetic elements should be interpreted 
differently than rapidly evolving sites. Such knowledge as general source (i.e., laboratory, nature), stability 
of genetic sites or elements, storage conditions, mutagenic treatments, etc. can further refine 
interpretations. If lineage identity is the goal rather than precise source identification, one or a few 
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distinguishing genetic markers may provide sufficient evidence to support or exclude certain hypotheses. 
Regardless, it is anticipated that the majority of microbial forensic genetic evidence will fall into the class 
characteristic category instead of establishing virtual identity. In some scenarios statistical weight may not 
be feasible to assess, yet qualitative evaluations may still be made. 

 
To illustrate some of the issues and considerations for the proper interpretation of microbial forensic 
evidence, let us consider a biocrime scenario. A number of biocrime cases have been well-documented 
(10, 13, 22, 44, 50, 51, 58), and unfortunately more are likely to occur. Most of the microbial forensic 
approaches for biocrimes generally apply to bioterrorism cases. Epidemiology plays an important role in 
this type of forensic investigation and therefore forensics and epidemiology can not be thought of as 
separate disciplines in the context of a crime. Epidemiologists attempt to determine the distribution, 
causes, and risk factors of health problems in specified populations. In microbial forensics, the 
epidemiologic causes are specific disease causing pathogens and their toxins, their modes of 
transmission, and man-made manipulations used intentionally against human, animal, and/or plant 
targets. A forensic investigation will attempt to determine the source of the bioweapon in much the same 
manner as in an epidemiologic investigation. Genetic analysis can assist in elucidating relationships, even 
if the population data and genetic diversity may not be well-defined. To illustrate, we describe a mock 
biocrime and some real criminal investigations involving the human immunodeficiency virus type 1 (HIV).   

 
HIV is an excellent example of a pathogen that naturally causes disease and is not generally considered a 
primary bioweapon, but yet still can be used in crimes. A number of criminal investigations have involved 
forensic analyses of HIV (13, 45, 50, 51, 58). Because HIV is a rapidly evolving virus (39), it is illustrative 
of some of the complexities in a genetic investigation that go beyond simple direct matching of nucleic acid 
sequences or of genetic marker types. It is highly likely that two HIV samples with a recent common origin 
will differ at a number of nucleotides within the genome. Also, since there are multiple HIV variants within 
a host, sequences from the donor may not exactly match those found in a direct transmission recipient . 
Yet, tools, such as phylogenetic analysis, at the disposal of the microbial forensic analyst (and 
epidemiologist) can be useful in supporting or refuting relationships of those isolates that have an alleged 
recent common ancestry compared with those isolates that do not. The bioinformatic tools already exist to 
assist in such genetic analyses (for example see ref 39).  

 
To begin, we give a brief introduction on the basic structure and genetics of HIV. Next, a short description 
is provided on phylogenetics and how it is used to assess genetic lineage relationships. Then, a mock 
case is described to emphasize the value of epidemiology and genetic analyses. Lastly, three actual cases 
are briefly described to demonstrate that the use of reliable genetic tools and epidemiology have been 
informative in the solution of HIV-related biocrime cases.  At the outset, we should also mention that a 
thorough review of HIV and phylogenetic approaches is not possible here. The reader should refer to cited 
literature sources for more details. 
 
Basic Biology of HIV 

 
Although not the premise of this paper, a short introduction into the complexity of HIV may be useful. HIV 
is a RNA containing icosahedral retrovirus with an envelope that has protruding spikes (Figure 1). The 
RNA molecule is 9 kilobases in length and contains 9 genes that encode 15 different proteins (Figure 2). 
These proteins include: gp120, gp41, reverse transcriptase (RT), protease (Pro), integrase, tat, rev, vif, 
vpr, vpu, nef, RNase H, and matrix protein. The pol gene encodes the three essential enzymes pro, RT, 
and integrase. The env gene encodes surface glycoproteins, such as gp120 and gp41. The gag gene 
(group antigen) encodes major structural proteins inside the envelope. The regulatory proteins are 
encoded in the genes tat and rev (a promoter), and accessory proteins are encoded by nef, vif, vpr, and 
vpu (19, 23, 27).  

 
To infect the target cell (a helper T cell) HIV must inject its genetic material into the host cell cytoplasm. 
The viral envelope fuses with the host cell membrane by attaching via the CD4 receptor and other co-
receptors on helper T cells. The viral envelope proteins gp120 and gp41 facilitate attachment. After 
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entering the cell, the viral coat is removed, and the RNA genome is released into the host cytoplasm. A 
double-stranded viral cDNA molecule is synthesized utilizing the HIV genome as a RNA template and the 
enzyme RT that was housed within the viral capsid. RNase H removes the viral RNA template molecule 
from the newly synthesized DNA strand so that a complementary DNA strand can be made off of the 
newly synthesized DNA molecule. Thus, reverse transcription produces the HIV preintegration complex 
(PIC), which is composed of double-stranded viral cDNA, integrase, matrix protein, vpr, RT, and the high 
mobility group DNA-binding cellular protein HMGI(Y). The protein vif is essential for replication and 
appears to stabilize the reverse transcription complex. The newly synthesized DNA enters the nucleus, 
facilitated by the matrix protein, and integrates (provirus) into the host cell genome mediated by the 
integrase. The integrase has three functional activities. Its exonuclease activity removes two nucleotides 
from each 3' end of the viral cDNA duplex. Then, the integrase cleaves the host DNA at a specific site of 
integration using its double-stranded endonuclease activity. Lastly, the integrase’s ligase activity 
covalently links the proviral DNA into the host genome. Thus, the provirus is maintained within the cell and 
is passed on to subsequent daughter cells. The provirus subsequently is transcribed into new viral RNA 
molecules facilitated by the proteins tat, rev, and nef.  Tat, a transcriptional transactivator protein, is 
essential for HIV replication. Rev, a promoter protein, facilitates the export of viral RNA from the nucleus to 
the cytoplasm. Nef plays a role in optimizing viral replication and stimulating HIV infectivity. The transcripts 
are translated into viral proteins using the host cell’s RNA polymerase. Pro, integrase, RNase H, and RT 
are always expressed as the gag-pol fusion protein. The pro cleaves the gag and gag-pol polyprotein 
precursors, so that the specified proteins will be available for virion assembly. New capsids assemble 
around viral RNA molecules and necessary proteins. Vif may play a  role in the assembly of the virions. 
Each virion contains about 1500 molecules of gag, about 100 gag-pol polyproteins, two copies of the viral 
RNA genome, and about 100 molecules of vpr. The vpr protein seems to have a role in enabling HIV to 
infect non-dividing cells via nuclear localization of the PIC. The virus leaves the cell by budding. Gag 
precursor protein is involved in initiating budding. While, vpu enhances the release of virions from the host 
cell (19, 23, 27). 

 
One of the major characteristics of HIV is its genetic variability. RNA viruses and retroviruses, in general, 
fix substitutions approximately a million times faster than their eukaryotic hosts (18, 60). One reason for 
the high heterogeneity is the inherent error rate of RT. The HIV RT lacks 3'- to 5'-exonuclease 
proofreading capability (48, 54, 62). Thus, the misincorporation rate is high during DNA synthesis and as 
many as five- to-ten errors per genome per cycle of replication occur (49, 55, 63). This lack of 
proofreading activity is one of the major mechanisms for generating genetic variation within HIV 
populations within a host or within a population (49, 55, 63). The high variability of HIV can also be 
attributed to the large number of generations per unit time and the recombinogenic nature of RT.  HIV has 
a mutation rate that can be at least two orders of magnitude greater than mutations found in the eukaryotic 
germ line DNA. Some of the highest mutation rates are observed at sites within the env gene region for 
the gp120 glycoprotein, the RT gene, and the gag gene region (5, 8, 24, 26, 32, 34, 35, 36, 41, 44, 65, 
66).  

 
The HIV genome is composed of two copies of single stranded-RNA.  Both RNA strands are utilized as 
templates during reverse transcription. Because of this diploid nature, it is possible for RT to jump from 
one template RNA to the other copy during DNA synthesis. HIV recombines approximately two to three 
times per genome per replication cycle, which is a high rate of recombination given its relatively small 
genome (3, 28, 31, 74). HIV can recombine with other related retroviruses. Thus, if two different HIVs 
infect the same cell, a newly formed virus could contain one RNA molecule from each strain. Notably 
different genomic combinations can be created in individuals infected by genetically diverse viruses.  RNA 
recombination contributes notably to HIV genetic variability (7, 9, 16, 21, 29, 46, 54, 56, 73). 

 
The genetic variation of HIV within an individual is lowest upon initial infection. Often, only one or a few 
variants can be found shortly after infection (17, 40, 53). During this early phase, the HIV sequences in the 
newly infected recipient individual will be more closely related to a subset of variants from the donor than 
the cadre of source host variants are to each other. As the course of infection continues, viral sequence 
variation within a host increases dramatically (4, 14, 15, 69).  But both isolates will still be more closely 
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related than other samples with more distant histories. This phenomenon can be exploited to demonstrate 
whether or not there is a relationship between an alleged HIV donor and an infected individual (13, 22, 45, 
51, 58). 
 
Phylogenetics 

 
Phylogenetic analyses have not often been used in forensic analyses, but may prove useful when 
evaluating potential microbial relationships (13, 22, 45, 51, 58). Phylogenetics is a systematic approach for 
identifying and understanding evolutionary relationships by attempting to infer a process from a pattern(s) 
(25, 33, 65). Based on evolutionary theory,  similarity among genes, individuals, populations, and/or 
species is attributed to common descent or a relationship with a common ancestor (although convergent 
evolution may be considered at times, possibly when only one trait is evaluated). For microbial forensics, 
we will employ a subset of phylogenetics known as molecular phylogenetics. This methodology uses 
changes in DNA markers or sequences to reconstruct an evolutionary history of the microorganisms of 
interest to distinguish similar or closely related individuals from other lineages. For example, we would 
expect that two microbial genomes that diverged recently should have fewer sequence differences than 
two microbial genomes whose common ancestor is further in the past (47). 

 
The typical manner of presenting these evolutionary relationships among a group of individuals is by 
displaying a  hierarchical branching diagram or phylogenetic tree (25, 33, 67). The tree basically is a 
graphic representation composed of nodes and branches, where only one node connects two adjacent 
branches. The nodes represent features that are common to a group of taxonomic units. A taxonomic unit 
can be data from an individual organism, a population, or a species. The branches display the relationship 
among the taxonomic units based on history, descent, and/or ancestry. The topology of the tree is its 
branching pattern. The branches can be scaled so they represent the degree of evolutionary change 
and/or time of change. Alternatively, the branches can be unscaled, in which case there is no direct 
relationship with either time or degree of evolutionary change. Depending on the method, the length of a 
branch can be indicative of the distance between two taxonomic units. In addition, trees can be rooted or 
unrooted. Rooted trees have a node that separates a common ancestor from all other taxonomic units. 
Rooted phylogenetic analyses include an outgroup, which is a taxonomic unit closely related to the other 
taxonomic units but has diverged before the common ancestor of those taxonomic units. An outgroup 
roots the tree and gives directionality to character evolution.  Unrooted trees also depict a network of 
relationships among the taxonomic units without necessarily identifying a common ancestor or 
evolutionary path.  

 
Cladistics, where the search is for a strictly bifurcating tree, is one approach for drawing relationships 
among taxonomic units (25, 33, 67). The foundation of cladistics is, as described above for phylogenetics 
in general, that individuals belonging to a particular group share a common evolutionary history. Members 
of a group are more closely related to each other than they are to other groups. Related groups share 
some features. Shared derived characteristics are known as synapomorphies. Terms, such as 
monophyletic, paraphyletic and others, are used to describe groupings of taxa. The relationships are 
described by the taxonomic units residing within a clade. A clade is a group of taxonomic units that share 
a common ancestor (i.e., a monophyletic pattern). Monophyletic means that the shared characters (e.g., 
sequences) of the taxonomic units derive from a single common ancestor. The monophyletic taxon is the 
building block of cladistics. A paraphyletic group contains only a portion of all the descendants of a 
common ancestor.  To illustrate, consider Figure 3. Different population groups are labeled A through G. 
The overall pattern is monophyletic because it consists of a single ancestral population group (A) together 
with all of its descendant population groups (B-G). Populations D, E, F, and G are a monophyletic group, 
where D is the ancestral populations and all its descendants (E, F, and G) are contained within the 
grouping. Population F, including population G, is another monophyletic grouping. However, population F 
by itself is considered paraphyletic, because it is not defined simply as a population group and all its 
descendants, but as a clade (F) minus another clade (G). The same grouping designations for F and G 
apply to populations B and C.  B and C are a monophyletic grouping, but B alone is a paraphyletic pattern.
The analytical methods of phylogenetics generally are divided into distance-based and character-based 
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approaches (25, 33, 67). Character-based methods evaluate a collection of character changes, such as 
individual substitutions among the variant sequences, to estimate likely ancestral relationships. Distance-
based methods calculate the distances between all pairs of sequences and then build trees based on 
those distances. Neighbor Joining is a distance-based method that has been used to assess relationships 
among isolates of HIV. Examples of character-based methods are maximum parsimony (MP) and 
maximum likelihood (ML). MP selects different tree topologies by identifying the one that involves the 
shortest evolutionary pathway. That is the pathway that requires the fewest number of nucleotide changes 
from an ancestral sequence to all of the current sequences that have been compared. ML is more of a 
statistical inference method. It attempts to locate a tree that best explains the data given a defined 
stochastic model of molecular evolution. With ML, a probabilistic model of evolutionary change between 
characters is utilized to construct trees. Most phylogenetic methods will work well for assessing 
relationships among HIV infected samples. For that matter, not every tree branch needs to be absolutely 
correct. In fact, a phylogeny is a hypothesis built on assumptions, so it may not be possible to assert that 
every branch is entirely correct. Yet for forensics, it is more important that the sequences of interest are 
clustered with the correct subtype(s); reasonable similarity among isolates may be sufficient information 
for a particular case. Establishing similarity will depend on the samples and time difference from common 
ancestry, intermediate hosts (if any), the genetic region(s) analyzed, base composition and 
substitution/indel rates between sites, etc. (38).  ML has been used in forensics for assessing a hepatitis C 
outbreak (22) and a HIV infection by intentional injection (45). This method can provide a statistical 
framework using a mismatch distribution for assessing the likelihood of the given evidence under the 
hypotheses of a particular sample(s) belonging to one group of reference samples or not. Even though 
there is substantial heterogeneity within and among HIV isolates, phylogenetic analyses have identified 
three main HIV groups, M (major), O (outlier), and N (new) (1, 2, 21, 43, 52,  57, 61, 71, 72). Group M 
sequences are those ones responsible for the current pandemic. They are the most prevalent and are 
believed to have originated from a single chimpanzee-to-human transmission event (42). The HIV M group 
is further subdivided into subgroups A-K. The HIV groups O and N are far less prevalent than group M and 
also are believed to have originated from a chimpanzee-to-human transmission, but as separate events 
from each other and from that of group M (20, 30, 42, 48, 57) . At least three-to-five subtypes of O strains 
have been identified, but nomenclature for group O has not been formalized (59, 70).  Group N appears to 
be the result of a recombinant event between group M and O (42), which may call into question the 
chimpanzee origin of group N.  
 
HIV - A Potential Weapon in Criminal Cases 
 
Before proceeding with examples of microbial forensic analyses involving HIV, we would like to evaluate 
the potential for HIV to be used as a weapon. The Scientific Working Group on Microbial Genetics and 
Forensics (SWGMGF) has proffered the following criteria for assessing a pathogen’s potential as a 
bioweapon. These are: accessibility, culturability, stability, capability of dissemination, environmental 
tolerance, infectivity, host susceptibility, existence of therapies and control mechanisms, epidimicity, and 
potential harm to the perpetrator.  
 
Using these criteria, HIV does not appear to be a good tool for biowarfare. Particularly, it is unstable in the 
environment, and it is not readily transmitted without intimate contact or through fresh blood-blood 
transfer. On the other hand, HIV does persist in the host for long time periods (latency period can be 
greater than 10 years); thus, increasing the odds of transmission. Also, the virus is accessible because a 
large number of people world-wide harbor HIV. These traits make HIV better suited for use in a biocrime 
than in biowarfare, but terrorists could still employ HIV. While HIV has not been used by a terrorist group 
to impact public security, it has been used in the committing of some biocrimes (i.e., personal criminal 
attacks). In fact, a number of states and other countries have passed laws against knowingly transferring 
HIV by rape or by not informing sexual partner(s) of being HIV positive, by health care transmission 
through improper unsterile conditions, and by criminal threats with blood or body fluids (e.g., using a 
needle point as a weapon, spitting, or deliberately injecting someone with HIV)  
(http://www.ithaca.edu/faculty/shevory/vita/HIV.htm). 
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Mock Biocrime 
 
To illustrate how a microbial forensic investigation may ensue, consider the following scenario. Ten 
seemingly unrelated individuals become infected with HIV. All have had surgery at the same hospital in 
the past year within two weeks of each other. All received a blood transfusion and all have the same blood 
type. There were no complications during any of the surgeries. Such a scenario naturally raises issues 
such as the possibility of the cases being related, the possible modes of transmission, and possible 
suspects if it is deemed an intentional or irresponsible act. It would seem obvious that the hospital is the 
focal point. But, an epidemiologic approach for disease etiology should be carried out to rule out alternate 
hypotheses (such as the endemicity of the specific strain or substrain of HIV in the locality). Where 
possible, risk factors should be assessed. In this case, the patients claim they have no known association 
with each other. Their life styles are investigated (by questioning the individuals), and it appears they all 
were at low risk for contracting HIV. All patients were tested for HIV prior to surgery, and all were HIV 
negative. Thus, it seems unlikely that the patient’s activities prior to entering the hospital contributed to any 
of the HIV infections. After leaving the hospital, their activities were unrelated to one another and not 
substantially different from that before entering the hospital. Thus, the epidemiologic information points to 
some event in the hospital, which originally seemed the likely focal point.  
 
Documentation showed that all units of blood used for transfusions were tested for HIV and were negative. 
This suggests that one of the health care workers may be infected and transferred HIV to the patients 
during invasive surgery. The work records of all health care providers on staff were reviewed, and 
eighteen people were identified who had access to any of the patients prior to surgery, during surgery and 
in post operation recovery. At his/her last physical, each health care worker tested negative for HIV. All 
willingly provided another blood sample, and all still tested HIV negative. Thus, the health care workers 
that were in contact with the patients do not seem to be the source of the HIV.  
 
Viral isolates from the patients were obtained and cloned to isolate individual variants. A subset of the 
variants from each patient were amplified by PCR and sequenced at the RT, gp120 and gp41 regions. In 
addition, control samples (i.e., HIV positive individuals from the same community as the patients) were 
analyzed. Figure 4 shows the ML phylogenetic tree. The patients cluster and have short branch lengths 
compared with the control isolates. Although the donor of the HIV infections has not been identified, the 
phylogenetic analysis suggests a common source for the HIV infections. 
 
It seems that the source of the HIV infection would remain a mystery, except that the epidemiologic 
investigation turned to reviewing hospital records for HIV patients who entered the hospital within two 
weeks prior to the patients’ surgeries. Only three HIV positive patients were identified. All three willingly 
provided blood samples for phylogenetic analysis. The variant strains from one of the three HIV positive 
patients clustered with the ten infected patients; the other two sample isolates were quite distant from the 
cluster. However, this one patient had no contact with the other ten patients and does not appear to have 
been a direct transmitter of the HIV. Yet, it is plausible that his blood may be the source (or he is linked to 
a recent intermediary).  
 
The investigation identifies a medical technologist who had drawn the blood from the HIV positive source 
patient. The technologist was also responsible for storage of the blood units in the hospital. The authorities 
interrogate the technologist, and he confesses to tainting the blood units with HIV positive blood. 
 
This is a fictitious case, and we have no reason to believe such has ever happened or if it is even possible 
to perpetrate such a crime. It may not be possible to breach a blood packet without leaving obvious marks 
or damaging the container. The purpose of this example was to illustrate a microbial forensic investigation 
and how it may rely on epidemiologic, molecular biology, and phylogenetic analyses. The epidemiologic 
investigation relied on the veracity of the patients and the willingness of individuals to provide blood 
samples. All the patients and possible blood donors may not be compliant in an actual case. Furthermore, 
the hospital may not be willing to disclose records on other patients. However, partial information may still 
be useful in supporting or ruling out certain scenarios. Even in this mock case, the true source of the 
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sample was not initially available for analysis. Yet, a common source for the HIV was supported by the 
phylogenetic analysis of specific gene regions in the viral variants. Note that no quantitative weight of the 
genetic relationship was needed to support the hypothesis that all the patients’ HIV were related. A 
qualitative assessment was sufficient. 

 
Examples of Documented HIV Biocrimes 

 
We suggested above that HIV was more likely to be used in biocrimes than in acts of bioterrorism. It is 
conceivable that the above mock case could be considered a terrorist act and not a personal crime. We 
cannot predict the motivation or logic (or lack thereof) of a terrorist, thus any potential disease causing 
agent may be exploited, even if it is not a top category pathogen. Historically, though, criminal cases 
involving HIV have not been terrorist acts. The three HIV biocrime scenarios most likely to occur are 
knowingly transferring HIV by rape or by not informing sexual partner(s) of being HIV positive, by health 
care transmission through improper unsterile conditions, and by criminal threats with blood tainted items. 
All three scenarios have occurred and a brief example of each is discussed below. 
 
Transmission Via Invasive Oral Surgery 
 
One of the most well-known HIV forensic cases attempted to determine the cause and source of HIV 
infection in six individuals in Florida. The patients were allegedly infected by David J. Acer, a dentist, who 
had treated all six individuals. The six people in question became infected with HIV in the late 1980's and 
did not indicate life styles or practices that would put them at high risk for exposure to HIV (13). The 
epidemiologic investigation suggested that a more plausible explanation was that HIV transmission 
occurred during invasive dental care from their dentist who had AIDS. The dentist was first identified as 
HIV positive in 1986 (11, 12) and continued to practice. The only data implicating the dentist as the source 
of the HIV was that he performed invasive oral surgery on the patients. To provide further insight into 
whether or not the dentist transmitted HIV to his patients, a phylogenetic analysis was performed. 
Sequence data from the HIVs from lymphocytes from each of the patients, the dentist, a local control 
group and an outgroup were aligned and compared. The analysis (e.g., sequencing of the gp120 region) 
showed that the HIV sequences from five of the patients were closely related (although not exactly the 
same) to those from the dentist and were distinct from viruses obtained from control patients living in the 
same geographic area as the dental practice. These data strongly supported the hypothesis that the HIVs 
from the patients were closely related to the HIV from the dentist and that they had contracted the virus 
from the dentist (11, 12, 13, 50, 51, 68). One patient had notably different viral variants from that of the 
dentist and therefore, the dentist was eliminated as being the source of that patient’s infection (68). 

 
The Florida dentist case is not without controversy (6).  The epidemiologic investigation was questioned. 
Even a 60 Minutes broadcast was aired about the patients, and possible contacts other than Dr. Acer were 
proffered. One of the female patients was alleged to have lied about sexual relationships and had a 
disease that could have been sexually transmitted. Another female patient had an affair in the 1970s and 
her partner was never tested for HIV (even though the AIDS epidemic began after the time of the affair). 
Such controversies, either legitimate or not, are likely to play out in the court room, but also point to the 
need to be cautious with epidemiologic data. Thus, the use of reliable scientific methods, such as 
phylogenetic analysis, will be invaluable in evaluating the circumstances of a particular case, especially 
when other data may be more difficult to verify.  
 
HIV Sexual Transmission Case 
 
In 1997-1998 in upstate New York, an investigation was carried out involving Nushawn Williams who was 
accused of being, via sexual transmission, the source of HIV infection in 13 females (58). He had 42 
primary female contacts, and 13 tested positive for HIV. Blood samples were obtained for phylogenetic 
analysis (of the env gene and a region of gag gene) from 10 of the 13 women, one HIV-infected secondary 
contact (the only HIV positive secondary partner of the women out of 50 typed), and two HIV-infected 
individuals from the local community. Mr. Williams did not provide a blood sample. The phylogenetic 
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analyses demonstrated that the sequences from the 10 HIV positive primary female contacts clustered. 
The HIV sequences from the reference strains, the secondary contact, and the local community control 
subjects isolates were excluded as being related to the 10 primary female contacts. The analysis of the 
HIV strains in concert with the epidemiologic information (i.e., known modes of transmission of HIV and 
Mr. Williams contacts) supported that Williams was the source even though his blood was not analyzed. 
 
 
Infection Via Injection 

 
In 1994, gastroenterologist Dr. Richard J. Schmidt was accused of preparing a mixture of blood from two 
of his patients, one infected with HIV and one infected with hepatitis C. He then allegedly infected his 
girlfriend (with whom he was having an affair) by injection under the guise of providing her with a vitamin B 
shot. After being identified as HIV positive in early 1995, a forensic/epidemiologic investigation began. The 
victim reported a sexual history of contact with seven men including the doctor. All provided blood samples 
and tested HIV negative. The victim was a nurse, but had no documented needle sticks. She did report 
splashing of saliva onto her skin by a HIV infected patient in the mid 1980's, but subsequently tested 
negative for HIV. In fact, the victim was a blood donor and tested HIV negative through early 1994. 
Investigators then focused on the doctor. A missing patient log book was found, and the last entry was a 
blood draw from a HIV positive patient on August 1994. The investigators’ hypothesis became that this 
HIV positive patient was the source of the HIV found in the victim. Blood was collected from the HIV 
positive patient, the victim, and control samples (i.e., HIV positive individuals in the vicinity where the 
patient and victim reside). ML phylogenetic analyses were carried out on sequences of regions of gp120 
and the RT genes.  Clustered sequences from the patient and victim supported the hypothesis that their 
HIV variants were related (45). Dr. Schmidt was found guilty of second degree attempted murder and is 
serving a 50 year sentence. The admissibility of the phylogenetic analysis was challenged on the basis 
that there was no precedence for establishing similarities between the viral infections in different 
individuals. The appeal was rejected by the Louisiana State Supreme Court in 2000 (Personal 
communication, B. Korber LLNL; S Sinha, Reliagene). 
 
Metzger, et al. (45), who performed the genetic analyses in this case, exercised caution and did not 
exceed the bounds of the data analysis when interpreting the results. There are unknown factors that can 
impact on the analysis, such as the within-host sample size, the stage of disease, drug therapies, and 
drug effectiveness. In addition, a representative control population was based on limited sampling and a 
willingness to participate. The genetic data could not demonstrate the route of transmission. A patient-to-
victim route was equally likely as a victim-to-patient route. The epidemiology and probable contacts helped 
clarify the transmission mode. Had the sample from the victim been collected soon after infection, a 
phylogenetic analysis may have been able to shed light on the direction of transmission. A paraphyletic 
relationship of the victim’s viral sequences with respect to the viral sequences of the patient sample may 
have supported a patient-to-victim transmission direction.  The paraphyletic relationship is lost over time 
due to lineage extinction. Additionally, the data could not determine if additional individuals were involved 
between the transmission line of the patient and victim.  
 
Conclusion 
 
As with any forensic analysis, analytical results need not be absolute concerning source attribution to be 
probative. The examples above demonstrate that reliable genetic tools exist that can assist in establishing 
or refuting common histories of microorganisms, even for highly variable retroviruses. Other 
microorganisms with DNA genomes may be analyzed at more stable sites and the general approach could 
be the same. In some microbial forensic cases sufficient data may be available to provide a quantitative 
statement regarding the relationship of evidence and reference samples, and in other cases only a 
qualitative statement may be possible. Both approaches are acceptable provided that  the assumptions 
and limits are defined. We stress that epidemiology should not be thought of as a separate and distinct 
discipline from microbial forensics. Instead, beyond health and public safety considerations, epidemiology 
is a foundational part of microbial forensics. Epidemiologic considerations form an integral component of 
 
 8 



selection criteria of microbes on which database composition is based and in addressing QA/QC issues. 
 
Lastly, while the goal of a microbial forensic analysis is to determine the microbial source of the pathogen, 
genetic data may never achieve the level of individualization. Microorganisms mostly have an asexual 
mode of reproduction. Therefore, a number of isolates may have the same genetic profile and yet not be 
the most recent source of the bioweapon. We should not lose sight of the role traditional forensic 
analyses, such as human DNA analysis, fingerprint analyses, analytical chemistry, elemental analysis, tool 
marks and other techniques will play for attribution of a bioterrorist event or biocrime evidence.  In some 
cases, these traditional approaches may be more informative than the genetic analyses of the microbial 
genome.  
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Figure 1. Schematic of the structure of HIV. Note that there are multiple copies of the enzymes contained 
within the virus (see text). 
 
Figure 2. Schematic of the linear proviral genome of HIV displaying relative position of genes described in 
text. LTR refers to long terminal repeat which is required for initiation of transcription. 
 
Figure 3. A tree of 7 population groups displaying phylogenetic relationships. 
 
Figure 4. Fictitious ML tree from mock biocrime case. p1- p10 refer to sequences from viral isolates from 
the ten patients. C1-C9 refer to control samples which are from HIV positive people that reside in the 
same geographic area as the patients. RF refers to a reference HIV sample. OG refers to an outgroup 
sample. p1-p10 cluster, and all are distant from all other samples.  
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